# note eth0 => internal and eth1 => external to cable

# turn forwarding off while vulnerable

echo "0" > /proc/sys/net/ipv4/ip_forward

#

/sbin/iptables -F                           # flush all rules

# rule to nat if from inside going out

/sbin/iptables -t nat -A POSTROUTING -o eth1  \


-s 192.168.1.0/24  -j MASQUERADE    

# rule to allow session-related packets through

/sbin/iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

# rule to accept if from inside with good ip

/sbin/iptables -A FORWARD -i eth0 -s 192.168.1.0/24 -o eth1 -j ACCEPT

# rule to log any not accepted

/sbin/iptables -A FORWARD -j LOG --log-prefix="FORWARD DROP:"

# rule to drop any not accepted 

/sbin/iptables -A FORWARD -j DROP

#

# rule to allow session-related packets through

/sbin/iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# rule to allow local echo

 /sbin/iptables -A INPUT -i lo -s 127.0.0.1 -j ACCEPT

# rule to accept input from internal lan

 /sbin/iptables -A INPUT -i eth0 -s 192.168.1.0/24 -j ACCEPT

# rule to explicitly log and drop all others

/sbin/iptables -A INPUT -j LOG --log-prefix="INPUT DROP:"

/sbin/iptables -A INPUT -j DROP

#

# turn on forwarding with wall constucted

echo "1" > /proc/sys/net/ipv4/ip_forward

echo iptables set for firewall in file rc.firewall

# end of firewall

